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PKiLLIldlNARY -'HISTORICAL -tEFO.tT OJ THE SCl^TlCT XJi’ THE "3" JACKINS 



Part I. - Technical 



1. In the latter part of 19 33, messages appeared in a special 
secret Japanese cipher giving the authorization for travel for a "Com- 
munications Expert" named Gkamoto, m order that he might put into ser- 
vice certain cr* ptographic paraphenalia' termed by the Japanese diplomatic 
offices as the Type "B" cipher macnine. This machine was to replace the 
then currently used Type "A" macnine for highly secret communications 
among the important Japanese embassies^ throughout the world and the For- 
eign Office in Tokyo. On February 19, 1939, a message bearing the date of 
origin as February 13, 1939, in superenciphered code (K-l- transposed and 
enciphered by special A-machine procedure) was intercepted and was found 
to give the effective aate of the initiation of the 3-machine „as February 
20, 1939- The f A-machine was still to be used by all holders for certain 
classes of communication . 



2. Among the first messages received after the effective da'te of 
the 3-machine were three messages, originating in "arsaw a 7/nich had a new 
type of indicator instead of the normal "A* 1 type indicator. Examination 
of these messages showed that they were definitely not "A" type messages, 
but due to the fact that six of the twenty-six letters appearing an the 
text of the messages -were abnormally high (as they would have been had the 
A-machine been used for their encipherment) it was assumed that the mes- 
sages were prepared by the S-machine and that it was a modification of the 
basic A-machine. Further intercepts tended to corroborate this theory. 

‘ ne was ccrtinued in regular use at H sinking and Shanghai and 
very occasionally (apparently vhen me j--aac..me * as cut of c ?i-i 
the A-nachine continued to be employed at the places ^ciich had been prc- 
videa witn ^-machines. 



3. After a brief study it was,,confirmed that the division of the 
letters into two categories (one group of six letters and another, group of 
twenty letters) which was the basis of the cryptographic treatment -in the 
A-aachine was retained in the B-machine but v/ith a very important change, 
whereas in tne A-machine the 6 letters comprising the "6 1 s" as well as the 
20 comprising the "20 1 s" were enciphered by means of what had been deduced 
as being a rotating commutator, -whose stepping was controlled by a break 
wheel of 47 positions with certain skips m the cycle (the ,cpmniutator could 
advance 1/ 2 or 3 steps at a time), m the B-macnine the "6 1 s" were en- 
ciphered "by means of a series of 2j hetergeneous and differently mixed 
alphabets which were constant in their nature and cyclic repetition. These 
25 alphabets were merely a carefully selected set of 25 of the possible 
72Q permute tions or transpositions of„6 elements taken 6 at a time, and a 
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deciphering chart or "development* was c nstructed to correspond with these 
25 permut-ati ons . This chart m&s revised and corrected from day to day 
until it became certain that all its elements were absolutely correct. 

4. , This having been accomplished (by April 10, 1939), it became 
possible, as a result of crypt analytic technique elaborated fcr the purpose, 
to decipher the "6's" m practically every message of any considerable 
length in the E-cu-chine. It was found that so far as the ”6* s" between 

tiro messages *ith unlike indicators were concerned, the only difference 
between cne indicator and another was the starting pcint in the cycle of 
25 alphabets. There were 120 Different indicators but only 25 different 
starting points, so that four (in certain cases, five) different indicators 
represented the same starting point. 

5. 'ihen the "6* s" in a given message v ere deciphered, the plain text 
values of cipher letters scattered here and there throughout the text became 
available, so that the skeletons of words and phrases offered themselves 
for completion by the ingenuity and the imagination of the cryptanalyst. 

For example, suppose that on a given day the 6 letters forming the **6's" 
were 2 Q A D H H and the following text was at hand: 



Cipher: 

Plain: 



3 i KAXhFQCST;00XHLCPDLHClTQPPLCSHP 
_H£_A_A_E_E U E ?. 2 ( _ E Hi_ 



It is not difficult to imagine- that the missing letters are those 
sho»n below: 

Cipher: fl R A X E F‘Q C E V ( 0 0 X H h C F D L N E ; iTV ; ? P L C : P. ? . . 
Plain: TH2JAP ANESa G ? g V £ R »,« S> T H £ i U £ 5 T 3 T lT A I . . 

In this process of filling m the pla:n*text values of the "20' s" the 
crjptanalyst could be guiced only by two things: (1) tna positions sna lie - 
titles of the deciphered "o's” and (2) the context. For it speec-ilj zeczrc 
apparent that any cryptographic relationship between the plain text and the 
constantly-shifting cipher text values in the case of the letters constitu- 
ting the group of n 20' s" had been mbst carefully eliminated, disguised, or 
suppressed. This fact corroborated the conclusion drawn from all statistical 
and analytical tests made on the cipher texts of the various messages studied. 

6. The process 'of filling m the plain text values of the ”20* s" was 
therefore, as a rule, a very diificult matter, depending usually upon the par- 
ticular assortment of letters constituting the "S’ s B . If the text ’.as m 
Japanese there was, in addition to the difficulty inherent in that language 
itself, the added perturbation occasioned by the fact that the Japanese For- 
eign Office had, on Hay 1, 1939, instituted a species of "Phillips Cede in 
connection with their use of the E-machine, *ith a long series cf arbitrary 
letters and abbreviations standing for numbers, punctuation signs, and fre- 
quently used combinations of letters, syllables, .fords, ana sometimes com- 
plete phrases. For instance, the combination C F C represents penoa : C C F 
represents paragraph : the single letter L (not normally used m Japanese) 








represents the diphthong ai; X represents ei; P represents nij V repre- 
sents long U : Z T Q represents £nta (sni) itssM tashi: 3 K " represents 
Beikoku (- United states); T K V, represents Teikokus&ifu (• Japanese Gov- 
ernment); S N T V represents Sukunakarazu. etc., etc. Ine difficulties m- 
troauced by this abbreviated or rather code writing alone /re re quite s ti- 
gering as well as aggravating, for often the "text" even ,/hen finally re- 
constructed appeared more like code or a random assortment of letters than 
plain text. 2 For the reconstruction of such text, the services of the 
Japanese experts were absolutely essential, and the Tork Trent very sic ly 
not only because of its difficulty, but also because the services of t> ese 
translator*: were available only a snail part of the time ,l.en the traffic 
for the daily "Bulletin" permitted, winch was quite seldom. However, oc- 
casionally it was found, after the "6's r in a given ressage had been de- 
cohered, that these letters and their distribution xhrt ughout the message 
gave good indications of the presence, in "/hole or In part m 'the nessc -e, 
of noi-jjil .English text. In such cases, the "guessing" process . r £s likely 
to be ccnsiaerably easier because of the aosence of abbreviations (except 
for punctuation signs, in which case these were a help), because of the *■ 



2 

A typical example of the sort of "text" usually found at the beginning of 
messages is the following: 

Cipher: FGFXP IXUDB DGECZ LFLEC ZQO^H I S t H . A : JC- 

Plain: XFCGJ « F 0 V D DEOBB FYXFO CFUC CF.SG T3 Ju 

DEILO AXPPP LIGDK Z ? G R A 

ft n I F I C Q u a V FUdA Y. r IL3I . . . 



0 



“I^e rorieot grouping of letters and the ir + erpr°ta'* ion of the foregoing 
"plain text" is as follows: 

X F C * Dai - gS 
G J IT * 15 

F 0 V * Open parenthesis 

B D » 2 

H G * "cf" (Jap. plain text 

particle possessive) 

3 3 * 1 

Y X * Close parenthesis) 

F G C = Cokuhi (= Secret) 

F Y L = Kancho fugo atukai 
C C F a Snin sho (■ Paragraph) 



i£ S = 3 

GTS* Qetsu (month) 

J V R K = Juroku ( s 16th) 

H I = Japanese word for "da’'" 

F I C = Begin kana spelling 
G U ?. V » Curu (- Grew) 

FEL* Close kana swelling 
E K ’7 = Beikoku (= U. S.) 

T L S I * Taishi (= Anoassadcr) 



In , running language, the message begins as fcllowsr "i’umber 15 (part 1 cf \ 

<. parts) Secret, to be kept within the Department paragraph Cn -.aren lc*r 
the ivmarican Ambassador, Grew", etc. 





cr ptanalyst's greater fa. hj larity -fitli the language, ana because of tne > 
availability of the services of a larger number of workers. It ha opened 
that in several cases, after a few -.’ords had thus been ob tamed by pure 
” -uesslng", a clue .as affcrued as to the general nature of t'je -ec'sege 
ar.d this^loc! to a -frantic search for a complete go current -inch -ignt be 
available either in our orn files oi m toe files of c trier government 
arencies.- One case vas found in ich the B-macrme message contained a 
paraphrased version cf a message which had oeen transmitted in .-1 code. 
Ac.vant0.5e : as, of course, immediately taken of tr.is circumstance out the 
er tire text cf tne 3 -nachine message coulo never oe reconstructed from V e 
paraphrased K-l version, possibly because of the excellent paraphrasing, 
r ossioly because of the presence of abbreviations, possibly because of bct v . 
Certain Ln-lish text messages, nov-ever, were reccnstructea,, seme -of then to 
extent of S0-95^» because the documents being quoted in the messages 
were fortunately located and obtained, most often through the cooperation 
and good offices of G- 2 . 

7 . In all, the plain texts for parts of seme 15 fairly lengthy 
messages rera obtained by the methods indicated above, and these v ere sub- 
jected to most intensive and exhaustive cr^ptanalytic studies. To the 
consternation of the cryptanalysts, it was found that not only v,as there 
a collate and absolute absence of an;/ causal repetitions «ithin anysingl" 
message, no matter how long, or between t'. o messages -Tith different indi- 
cators cn tne same day, but also that nhen repetitions of three, or occa- 
sionally four, cipher letters were found, these never represented the sane 
plain text. In fact, a statistical calculation rave the estonsh-ng res’ It 
tfu- t the number of repetitions actually ,ire-ent in these- cr^-torrans .as 
'* _s tuan the number to be e~~pected he a tne letters comprisin- t: en been ,, 

- *n at random out of a hat 1 . Apparently, the mcch-ne hsd 'nth nalicious 
mt — mt bnlli- j ”tly — b- in c'—'str-ct— to suppress all plain text 
itVetiuion. nevertheless, ths cirgitanalysts nad a feeling that this very 
circumstance 1 would, in the final analysis, move to be tne 'nr inirtg of u 1 
sl>s. anc. mecnanisn. Ana so it turned outl 



3 . In all the foregoing studies^ several factors stood out. First, 
the basic law underlying the B-macmne was of such character that the 
cipnerinj mechanisms seemed to start from certain initial settings and to 
progress absolutely methcaically Aithout cyclic repetition of an T * sort, 
strai at tpreugh to the end of the messages, the longest of pt.ich for /.hich 
plain text had been recovered corn, nssd over 1,500 letters. Secondly, two 
icenticai plain- text, letters m sequence could never be ' repr 3 s en tad *by two 
identical cipher-text letters; nor could two identical plain text letters 
2 o letters apart be identically enciphered.- This phenomenal whi cn was 
termed ''suppression of duplicate encipherments at tne 1st- and 26tn inter- 
vals” friu- fed the sub j net of long and arduous study, fruitless experirenta- 
ticn ani cucn ciscussion. Thirdly, two messages ’nth identical mdicato-c 
cn vtf.a sane day appeared to be identically enciphered, and cn direct su».er- 
ir^csitio c showed themselves to be monoalphaoetie i-itim columns, 
ijui ?ihr tie acnoalphafcets constantly, 11 regularly and unprecic tably clift- 
-p~ -rom column to column. Fourtnly, two messages ’nth identical indicators 
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on differert days (different plugboard -arranger ents into the machine) 1 ’.-ere 
absolutely different. Fifthly, two Messages with different indicators cn 
the s^me day (sane plugboard arrangement) .\ere absolutely different and* » 
i'-o-ed no cryptographic similarities whatsoever. Sixthly, m eaciwlme of 
Jo* letters, t. r laentical ^LettcrV.cculd'be _aenticLlly encipherer excec 



L w e 1st interval, that is, laentical ,enc- phenents could, and often did,, oc- 
cur vat'iin >n line of 2h letters-at all intervals, except at 'the 1st interval, 
altnouji tuj-S pner.oaenon uas rare at the,* 2d , 3d, 4-th and 5th intervals. 



9. 



t the same time as the foregoing phenomena /<ere being studied, 
intensive research * as continued in an endeavor to establish primary or basic 
cisber sequences of the nature of these usually found m cryptorrapns with, 
rotat?.*v co mutators, rotors, and the like, such as m the Hebem - and - f mgr.a 
cryptograpns, our „.-134, etc. I’or iV as jmc< nceivable that the mochare en- 
rloyed a multiplicity of non-repeating keys of lengths cqrresj oncir.g to the 
lengths 'of ti^e messages and,, moreover,, theoretical considerations elimir.ated 
t:e cossioility that running keys /ere being- used . Somewhere , sonehov, tne 
existence of cyclically repeating keys or sequences must be uncovered- before, 
solution coula oe effected. But all efforts to disclose the presence of 
cyclically repeating .sequences 7, ere fruitless. - In one and onlv one case 
..as there found ever the slightest hint of such sequences as were -being 
sought. ’* In a* certain English text message the letter h v r as found to -he 
represen ted 'by i, 26 letters a. a-'' - - another o ■'as found to be- represented by 
1, anu aga un 2o letters away another £ was found to be represented by V, 
-aV-iuv i:.e' 'sequence AV j in the vary same message the sane tn graph Q. : J 
ras fcunc. to represent three li 1 s simlarly spaced.* attempts to aud to * .ls 
i*i A. sequence were e-bsolutely 'unavailing. In tms Ion™, exhaustive and 
tecious search for repeated sequences or partially repeated sequences much 
labor anc energy uas exp ended but it /as 1 realised that the niffacult^’**. rs 
-**3-**»nl* i_u® to. + Vi e -I'lit” tv cf t^o te v t , i-esrite *’’e member and lor.rtP’ 
tne nuivsnual messages rva- labia -for a tad/ and for ranch the plrnn- tc-t 
tid oeen reconc trusted. It oeca'ie a nar en t tnat p fcat_ /Qui d _be_gecq3sary ._as‘ 
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tu tor v b ut *an o fere nt da/s t ? tne s?'.a oa s e ; be fore e ven ti e> existen ce o_ , ^ 

sue, cyclic sequences "could oe uetec :ed. *■ , 



10. In all tne tnousand. or more messages on hand there ..ere but a ' 
mere oaxer’s half do^en or so cases .here t'-.ere re re t«o, Messages on the sane 
day and L n tne sane 'indicator, „_ore than t.n had never 'been found and tr is 
as „tc ce -expected ir a a^sten wth 120 different indicators availaole for 
selectmen .eacn day. In one case of t».is rare phenomenon -the plain text for 
on% bi ute t.\o insssa js3-~..as available but vary little could oerdone ^eve" then 
as t e rai':-3' tne solution' of tne otner iiember’ of thio pair of messages.* For 

the sane indicator 



uuc* y a iet..od of lattac- at least 2C-25 netsages'.all in dt 
n vi c" t*-e sane aay ..oulo oe necess"iq/ end tms as cf course recognizee 
a perfectly hopeless expectation'. ~ 'fuere regained' ^is possibility of con- 



se/eral messages 1 r ith tne saoe ^.ncirator o^t, cn iifferc^t r ays to 
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11« A method' for t is convcrs-ton to the same base its dev & lored 
pnd Ti.ss termed "the icentcficafcion of homologs." That is, an attest -as 
to be made to establish mat a given letter on a certain aav*&nd"a"ctner° 
letter on a different ciay* ere , treated in an absolutely idem! mailer 1C re - 
accurately ..speaking, honolar.cus »manr r^by V- e- machine .hen s^,t to t’ e' caic 
.indicator. Ti is conversions pro cess, is too inv ,l.ed to; explain in tnis're- 
*,ort but^suffice it to sry that* difficult though it is, it '..as sue cess ’"Ml 
in two cases. Cne of tnese yielded a set of 6 ’®ssagas, all in indicator 
59173, which could all oe reduced to the sue base. “These. formed the .ra- 
cial 3et of messages from the, study of w' Lch success in solution of tre ma- 
chine adS finally acnieved. 




of 



12. Distribution tables of the letters constituting the text 
these six netsaces .ere made. It should be stated that in four of ‘hose 
six crucial messages. only fragments of pic in text had been reconstructed , 
here and there; the complete or .nearly complete plain texts of onlyt'C of. 
these., six messages had been- reconstructed, he i , e ,,r ' :i r,' r enough' data i ere* accu-u- 
lateu from these t"'o completely and 'the other partially reconstructed nees- 
a geo, to yield distnbut: on tables I ich, on careful exanin? tier , iisrlcced 
tns presence of repeated sequences, , here and there. \ Tms, on bepten-er '’J, 
1940j at about 2:00 P.d., ’.as the very first indication, that -a successful 
attack night be possible. There mas nuch excitement at this 'first glircr’^r 
l^Ch^. upon a subject that bad for so many months been shrouded m complete 
uartoiess ani regarded occasionally *ith some liscc’irage n .emt • The nature of 
tne distribution tables-, re -.err jo to. is also too involved tc e-'mlavn’m t; us 
report, but suffice it to indicate that they sho.-en certain symmetries be- . 
tween the succe: sive cipher equivalents of a -riven plain-text aettar .*rK. the 
successive appearances of that plain-text letter m the cryptcgra. me text. 

' * t j- - 

13* ‘‘S soon as the existence, of c/clic or s-vumetric' se ueners re- 

y - *- * > kp vv . ■ ore naae so. uncover coapiete ossic sequences of tne 

theoretically predicted. , But, many conflicts and inconsistencies soon 
P '*- 1 f l * e ^ - 5C t tbau U"u cr^i togra. xic la s underlying the s if try- 

ing from sequence to sequence ' ere st.ll un<noin. Concurrently r ith tr.e* 

•.or connected t ith straightening out and removing inconsistencies in tnese,. ” 
reconstructed basic sequences ran the .<crx of uncoverln c * tne^cryp togranhi o 
laws referred to, and very soon the general nature cf the latter oscue 
quite clear. All efforts were concentrated upon tne development of the ’ 

specific’ laws ana specific basic sequences applies ole to the indicator ' 
unaer -> u-y, viz, 59173, iith a view to uncovering all. the crpm tcgmhic 

ca3e arri then searchingmfor analogous phenomena m the 
“ . ® ® r caters. Certain qualified personnel fron other sections 

^ j U ' ;tl Va n to CS3L3 *f a cmsiaei able amour t of'niyht .drk vas 

i ==irable in order to ? usb tv ** s study to completion at the earliest 
yossiole loment. 
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SM - + . _ 1 _ t , _ * 



'f 



t0 , tt ^ 0int uer3 lt becs - ls po-r,-_ .la to r,:r.d m 



ro trax 



»>i.. 



u ■ *- * *•* -* » *»• w wck.tw*c.^!.0*iS r£^*r375^i 

j_i;. J, “ r3 *’ "gP.^^tibn 1 to the D-nac une; 'Tvc i^es sagas of recent. 



3» K 



j.. „ , . , - ~ ; — ■ ^ i.-, k-.i; uiie. i tc rksssagss ox rscenu f 

< L * o n m the ( 5^173 indicator, r ere; sva.lable a nibnere scLved bv, *■- l? 

■ . • - 1 ■ 9 M'i mh^L -- V-, - seia 



m 



■v* ,* 






— o — 



REF ID : A67848 



kijl'fii 



£'l r W.'r 

SflStit 



applying the prf.nci.ples of solution, by hciologs, guided by uhe 'aid of the 
reconstructed basic seqaences. It ’vas all the more gratifying that this 
could be done .on the very uay taat announcement ^as uade of the ssi ■prang of 
tile Tripartite Agreement among Germany, Italy, ana Japan. 

t 

15. - jidch "'ork remamea to be "done, ho ever, since only the data 
applicable to but one' out of the whole set of 120 indicators ‘fere at hand. , 
To* solve the renaming 119 indicators appeared still to present c ite a 

“ large ’pro clem. These solutions consist of finning tie initial settings of 
ti*rce 20-level rotary, electrical cryptcgra, ic elements of 25 points ere y 
and fmamt t l e order in /rich these three elements are brought into play 
uithin ^ach indicator cysten. 'Itlx but little slackening of tnc pace '-it 
by the personnel themselves, orK n- s progressed ..itb vigor and at this 
moment solutions for over one-thira of tie 120 maicators ,ai’e available. 

t 

16. As to the mechanics of the S-mac-ine, naturally the basic prin- 
ciples of its construction and 'operation f-ere deduced from the cryptographic 
pnenomena'Ooservable in the messages, and immediately plans ..ere initialed 

. for tne construction of an equivalent machine for our purposes. Orders for 
the materiel for 2 fully automatic nacrunes were placed and expedited, "hile 
awaiting the arrival of tms materiel a hand-operated machine as aesiv-ed 
by personnel of the J-S section, constructed by them, and is at tins ”r_t?ng 
being usea to assist in the decipherment of messages. 3aoicaily, the 3-.:c* 
consists of 13 rotary, 6-level,, 2-5-point, s 1 , a tones of the type employee in 
eu to antic telephony . One of these 1J s itches' controls the encipher uent cf 
tne 11 c* s" and it goes ti trough the same 25-point cycle over and over aga.n as 
many times as is necessary to encipher the messages. It has 150 cross- 
connect. ohs, which, cS stated above, had been established Ion- ago. is U) 
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ban* having 5^0 cross-connections, making a ■'total of 1,500 sub-circuits, a mil- 
' u lc for the en(*i_.b:rm a rt cf ■ any given letter. The arrc'-ements for'Pf J \>"c- 
m’ these s^itcnes is such that for a r -iven indicator, say 2 0C4-O , bap. num- 
ber 3 steps continuously, .bank number 2 steps once for every 25 ste_ s c. oan.: 
ronnber 3, ana tank number 1 .steps once for. ever;' 625"' steps cf bank mi-ber 3., 
This type of motion has been designated as a " 321” motion, for another in- 
dicator the order of this stepping may be” different and ir all tuere a- pi an 
to be 6 different types of stepping: 1-2-3, 1-3-2, 2-1-3, 2-3-1, 3-1-2, a -d 
3-2-1. Alt’aough -there are 120 different indicators ‘ here are only 6 aiffirent 
types uf rot ion or stepping of tne three cipnenng s. itches, so t-.rt it ap- 
pears that each type of motion is t ©presented by 20 different iraicaVrs. 
sfnat differentiates one indicator from another ..itnin suen a set of ’0 indi- 
cators are tne relative starting points Aithin the three corks cf SMtenos . 
These starting points' appear to have beer very carefully selected so os to 
preclude or reduce the possibility of "overlaps, 11 tnat is, tne production cf 
l«'.o messages • icu m ..hole or m.,part nave been enciphered oy identical key- 
ing elements an identical sequence. ’Cnee tnese factors concemrg all _n- 
iicators have oeen established, ana our machine is -in operat.on, tha resting 
of E-nacnme messages resolves itself into the establishment cf the ..a_ly 
plugboard arrangement, that is, the oraer and identity of the .mi ec leading 
■frcir. the keyboard into the cryptcgrapn and thence out of the or; ptegrayn 
into the printing unit. Cryptanal;'tic procedures for this purpose have al- 
ready oeen established and tested, so tnat tnis snould not be a serious 
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.robiam. Given a long message cr several snort ones of the same date, 
solution should be possible in an expeditious manner. 

17. The solution of the B-macnine has, as a concomitant, thrown 
considerable light upon the mechanism of the A -machine with the result 
that cur present a— ns chi ne will be modified 3n the light of unece discover- 
ies anu will oe'maae more efficient. The whole situation with respect tc 
ti.e cipher machines em loyed by the Japanese Foreign O’fice no., appears 

to be integrated into a consistent schene of development from its ear- 
liest ana sim plest beginnings, about 1930, to its present quite con-lex 
form. Pi-oblems concerning the A-naclune and questions for v.iich logical 
and "reasonable" answers could not be found are now explainable on the 
simple grounds of the type of cryptographic mechanism employed m the 
earlier machines, unich seems to be the rotary switch used in automatic 
telephony, rather than the revolving commutator employed in our present 
A— xaemne . 

*C * * * * * 

Part II. Credits 

18. The successful solution of the B-machme is the culainat'on 

of 13 aonths of intensive study by a group of cryptanalysts and assistants 
working as a harmonious, well-coordinated and cooperative teaja. Cnly by 
such cooperation and close collaboration of all concerned could the solu- 
tion possibly have been reached, and the name of no one person can be 
selectee as deserving of the major portion of credit for this achievement. 
The parts played by the individual members of the team may, however, be 
indicated. 

19- The specific direction and coord’ nation of all studies on Vus 
project .“as the joint ’-rr 1 ' of Crypt analyst Frc_ ’■ C.?ct leit ana - ssisiant, 
ur. piar alyst. dobert 0. r emer.- Their maefatigable labors and brilliant 
analytical vork testify ana are a credit to * i rr cryy tar. ? lytic si ill, : - 
-"C i' experience. To tneir joint direction and efforts are due t^e 
t-eselj fruitful analysis of the cryptographic mechanics underlying the 
operation cf the B-macnine as a nnole, the theory of its operation, and 
the development and solution of tne "6' s" at any early date m these stun- 
_es. They ’-rere also extremely active in pushing the solution to a success- 
ful conclusion by organising and directing the reconstruction of the 
developments or firings of the switches for tne "20* s". Junior Crypt- 
analysts Genevieve h. Grotjan, Aloert . Small, and camusl S. Snyder aid 
soct excellent vicn: in recovering the "S' s" during many months of appar- 
ently hopeless effort. In tr.is icrk they »ere occasionally assisted by 
Cr\-ptograp:xic Specialists Cyrus 0. Sturgis, Jr., Kpnneth E. miliar, -anc 
ulertn S. Landig. Of tlie latter two mentioned, it should also be stated 
tnat their very.' large output of icrk m ..ne decoding of J code material, 
.--sisted part time by other aemoers of the J-SectLon, lifted much cf the 
*‘- av j buraen cf *t. is absolutely necessary current translation -erk from *."= 
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shoulcers of the other memoers of the J-section, thus giving the latter 
more tine for research on the 3-nacmne than vouli have otherwise been 
possible. For the original suggestion of the electrical telephone s ±tc u ~ 
inr mecnanisa for duplicating the encipherment of the n 6 i s” , the design 
and construction, in collaboration 'ith Mr. Ro ?lett, assisted by ct^er 
Berbers of the sect.cn, of the na^’ me for deciphering the "(S' s' and fer 
excellent work in the decipherment of the n 6’ s* 1 in current traffic over 
nany mrnths, Cryptograpnic Specialist (now 1st Lieutenant) Leo Rosen is to 
be mentioned. Fe also supervised and assisted m the construction Of 
the hand-operated E-mac lime designed by the cjryptanalytic staff of t^e 
J-oectionj In ti.is latter project Junior Cryptanalyst K. F. Dearce, 

-raohic Specialist fdvrard J. rlav.ons, Sgts. '_lder and ?oy also assisted. 

In ti»is ccnnectmr., it should also be mentioned that the shop facilities 
of the Radio Laboratory, Davy Yard, .ere kindly placed at our disposal 
certain materiel furnished thereat, through the courtesy of Commander L.T. 

£ afford of the Communications Security Group, Office of liv/al Comunica- 
tions. Tnis greatly facilitated the construction of the hand-operated 
E-nuxchine. The excellent, ’.verk of Tabulating Machine Supervisor Ulrich J. 
Kropfl and Cryptanalytic . ide Mary J. Dunning in performing countless tab- 
ulating machine operations deserves mention, as vrell as the painstaking 
Tiorfc of tne various card punch operators under their supervision. Miss 
Dr onenburg performed and assistea in many clerical job3 of routine and 
special nature in connection "ith these studies. The work of Research 
Analysts Johr 3. durt and Paul S. Cate must be mentioned in connection 
with our efforts to reconstruct the texts of messages m Japanese. This 
difficult *.iork had to be done m rhat little time could be spared from 
their regular and arduous duties as translators. Tne . orx of Cryptograph- ic 
Clerk Frances M. Jerome in maintaining the files of the intercept traffic 
necessary to these studies proved to be extremely helpful j her everyday *ork 
in operating the n 6 , s n deciphering machine was painstaking and accurate. 

To Cryptographic Clerk Mary Louise Frather credit should be river fer J ‘ v '° 

xce^ir.g of trie recoios and maex of all messages j it vas also she v/ho 
found the parajhrased K-l message mentioned m Far. 6, and which played an 
i-pertart part i". the final break mtc the system. After the initial solu- 
tion of the "DC’s 1 ' had bean made there i _s great pressure to hurry tne erk 
along as fast as possible. In addition to considerable overtime work by 
meacers of the J-section, certain personnel from other sections of the 
S.I.S. were brought in to assist. Some of then performed this w ork only 
as voluntary overtime. Ir. t'lis special assistance the names of the fol- 
lowing persons are to be mentioned: Associate Cryptanalyst Abraham Sia/ov, 
Assistant Cryptanalyst Lawrence Clark, Junior Cryptanalyst Delia Ann Taylor, 
Cryptographic Clerk Rilma Z. Berryman, and Cryptograpnic Specialist Ecr/aid 
S. Christopher, Jr. 

The vigilance and excellent work done by our various monitor sta- 
tions in intercepting and copying the necessary traffic also deserves 
special mention. The assistance rendered by G-2 in obtaining certain cata 
has alreacy oeen mentioned. 

The undersigned was directed to participate in the n 3" machine 
studies in August 1939, and from that time on these studies were under Us 
general supervis' r '" -* *«-- A v - — -*■ 
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he also directed and niaself conducted special studies -ith a*view to un- 
covering the cryptographic principles underlying the B-ms chine. Ke washer. ”* 
to taKeV.is opportunity to indicate Ins. :rat_fiCet.on cf the demonstrate c-t, 
b , v.is assistants, of tr.eir grasp of the cr ptsnalytic techniques taught 
tiea as a res-lt of their participation in the training afforded by the 
Signal Intelligence Scrool, as .-'ell as ms pleasure at the Tanner m -.fticn 
ird*vidual~nenbers of the tesn earnestly and wholeheartedly collaborated 
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cureuent of personnel, supplies, and special informs ticn vhen needed. 



October 14, 1940 




."illian F. Friedran, 
Principal Cryptanalyst. 
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